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Migrating to the Microsoft 365
Gov Cloud (GCC) and 10 tips for

Optimizing it Once You are There!

• Now in our 15th year of business

• Microsoft Licensing Partner for AOS-G (GCC and GCC HIGH)

• Over 900 organizations trust us with AOS-G cloud licensing

• Migrated over 1,000 orgs to Office 365

• Ongoing education for compliance/security best practices

• License advisors for 365 (Don't buy too much!)

The information provided here is for informational and educational purposes and current as 
of the date of publication. The information is not a substitute for legal advice and does not 
necessarily reflect the opinion or policy position of the Municipal Association of South 
Carolina. Consult your attorney for advice concerning specific situations.Liftoffonline.com
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The BIG Deployment Questions
Proper planning leads to a successful project
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Typical Project Timeline (100-200 users)

Current System
Exchange 2007 and
older, Google, Lotus,

Novell.

Approach
Cloud tenant built

while old system still
functional. All users

GO LIVE at same time.

Tools
Paid, third-party
migration tools.

Comments
Cleanest, fastest and

easiest migration path
for Exchange 2007

and prior.

Big Bang

Current System
POP/IMAP

Approach
Short-term hybrid
where users are

moved to the cloud
one at a time, in

functional groups.

Tools
Usually old-school

PSTs.

Comments
Takes a long time but

necessary when
coming from
POP/IMAP.

Phased

Project Profiles

Current System
Healthy Exchange

2010+ system.

Approach
Old system and Office
365 work in tandem.
Users migrated and

cutover in batches or
all at once.

Tools
Free Microsoft

migration tools.

Comments
Great option – no paid
tools and no Outlook

configuration.

Hybrid
Tenant to

Tenant

Current System
Office 365 E Cloud

moving to GCC.

Approach
Build GCC tenant with
.onmicrosoft accounts.
Bulk of work comes at

GO LIVE.

Tools
Paid, third-party
migration tools.

Comments
Can be very

complicated. Timing
of milestones critically

important.

“To the
Rescue!”

Current System
Office 365 migration
in process but there

are problems.

Approach
Discuss/diagnose

issues with project.
Decide to fix it or start

over from scratch.

Tools
Depends.

Comments
Good for health

checkups and security
settings, etc.

Hot Topics
1. Office support for 2016 and 2019

2. Copilot in the GCC

3. The GCC product matrix
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Preservation/Archiving/Retention!Preservation/Archiving/Retention!

• Safe Links
• Safe Attachments
• Advanced Anti-phishing

Defender for Office 365

Entra ID Premium

• Monitor risky sign-ins and risk events
• Proactive Risk Alerts
• Conditional Access Policies

• Block non-US Logins
• Block less secure authentication
• Roll out MFA to admins and users
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1. Turn on the Admin Audit Log!!

2. Setup Purview retention policies!

liftoffonline.com/retention

3. Off-board Properly!

liftoffonline.com/offboarding

4. Make the most of eDiscovery content
searching!
liftoffonline.com/contentsearch

5. More in our Compliance Admin Center
webinar:

liftoffonline.com/compliance

6. Turn OFF User Consent to Apps!!

7. Consider purchasing Entra ID Premium
Licenses for Admins and Staff to rollout MFA,
conditional access policies and risk monitoring.
More info in our webinar:

liftoffonline.com/MFA

8. Get Defender for 365 to supercharge mail
filtering:

liftoffonline.com/ATP

9. Take action if an account is compromised!

liftoffonline.com/phished

10. Configure SPF, DKIM and DMARC:

liftoffonline.com/dmarc

LiftOff – reach out!

Ron Braatz
365Help@liftoffonline.com
410.419.1591

Tom Erdely
365Help@liftoffonline.com
443.292.2201


